This resource will:

e emphasize the importance of having

Passwo rd good password habits, and
H yg i e n e e provide you with suggestions and

strategies to strengthen your online

credentials.




Passwords

A password is a secret string of characters that is used to verify your identity when
accessing an account or a device.

Passwords are important because they: ' Password Hygiene
@ A set of habits for creating and
managing secure passwords.
Good password hygiene can
reduce the risk of cyberattacks,
similar to how good personal
hygiene can reduce the risk of
illness.

Prevent unauthorized access
L.l Keep personal and sensitive data safe

; Protect against theft and fraud
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Password Trivia

Are you a password pro? This quiz will put you
to the test through surprising password statistics
and quirky fun facts such as the first recorded
password in written history and the most
commonly used password worldwide.
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https://wayground.com/admin/quiz/69a8a34dad2a87c13e25b2e7

Weak Passwords

A weak password is one that is vulnerable to being discovered, either through theft,
through guessing, or through advanced hacking techniques. A password is weak if:
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Password Cracking

Cybercriminals have many tools at their disposal to crack user passwords and gain
unauthorized access to accounts and private information.

The following article describes 12 different techniques used by modern day hackers.
After reading the article, complete the Password Cracking Crossword found under

additional materials.

|,

ARTICLE -
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https://passwork.pro/blog/password-cracking-techniques-used-by-hackers/

Strong Passwords

When it comes to passwords, length equals strength! The current recommendation is to
use a password that is at least 16 characters long.

Use Bitwarden’s Password Strength

Password Description Time to Crack Testing Tool to examine how the
KU9S@T 6§ characters following passwords perform against
a brute force attack.
8gt##v2D 8 characters

0/

Bitwarden -

CFsz76.Debx* 11 characters

akE:2HsX3-pMn! 13 characters
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https://bitwarden.com/password-strength/

Memorable Passwords

Creating a long and strong password that is also memorable is a challenge. One strategy is
to design a password around a memorable sentence by taking the first letter of each word.
For added complexity, you can include numbers and symbols as well.

Starting with this quote from Shakespeare’s Hamlet:
"Alas, poor Yorickl | knew him, Horatio: a fellow of infinite jest’

oo
e

A password could be: A,pY!Ikh,H:afo8j

Don’t be too obvious! If you are a Taylor Swift fan,
' basing a password on her songs becomes guessable.

7
\\\ CEMC.UWATERLOO.CA | The CENTRE for EDUCATION in MATHEMATICS and COMPUTING



Password Match-Up

In small groups, try to match these passwords to the inspirations behind them.

Thadtm4lcwldlianwtwnbjbtcotsbbtcotc.
@1stIwa, Iwp.Kt’'Icnlwubms.
Lilaboc.Ynkwygg.
Uslucawal,01ig2gb.In.
‘Th2h1&1tn2h1l@Ea.

H.Mn1IM.Ykmf.P2d.

7%
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Password Match-Up (Answers)

In small groups, try to match these passwords to the inspirations behind them.

Thadtmé4lcwldlianwtwnbijbtcotsbbtcotc. _
@1stIwa, Iwp.Kt’ Icnlwubms. -
Lilaboc.Ynkwygg. -

U S-L U Cawal / @ ig 2 g b . I n. - (efojuoly obyu)) a1p 03 aseda.d “1ayie) Aw pajjiy noj “ehojuoyy obiuj si aweu Al -oj|8H

(uosAuua| pJo7 ‘paJiy) ‘|le 1 paAo| 8ABY 0} JAABU UBY) 1SO| pue paAo| aAey 0] 1a1aq Si],
y (xed07 3y ) Jou sy| 181134 18h 03 bujoh s| bujyiou ‘10| |nyme 3joym e saied noA 8y1| 3UOWOS SSa|uf
T b 2 h -L&-Lt n 2 h -L@a . (dwng 158.104) 1806 euuob 81n0A 1eYM MOUY JBABU NO "SBIRI0I0YD JO XOq B Y| SI 3)IT
(Joufeq eniojg) -apis Aw Ag nok noyyim aAl| JaAau pinod | uiyuiy) 1day “paijliiad sem | ‘pleuje sem | 1sdif 1y
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Passphrases

Another type of long, memorable password is a passphrase. The following video provides
some great tips on how to create passphrases that provide strong security.

WhenLifeGivesYol uLemons1234 EE

————

Is-This-The-Rea 1-Life?7

——

YOM? Spaces count as

Piano?Monkey5-Bologna!Snow4

‘ characters too!
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https://www.youtube.com/watch?v=CnYqEtW46c8

Create a Passphrase

In the Create a Passphrase activity found under additional materials, practice creating a
long passphrase and a corresponding image that can help you remember it.

@Beach-Cow-Confused-2Lamps

' The passphrase you
¢ design for this activity will
be shared within your
class. Do not use this
passphrase for any of your
real-life accounts!

Who brings lamps
to the beach?
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Best Practices

Security starts with strong passwords (or passphrases), but they need to be combined with
good password hygiene habits to offer true protection.

(2] Seta unique password for each of your accounts

BONUS TIP!

Use a Password
Manager with Two-

Factor Authentication

|,

LEARN MORE -

773
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/\J Never click on suspicious links or attachments

!


https://www.youtube.com/watch?v=cUeb84sUBZg

Damage Control

If you suspect that a password of yours has been compromised, here are some action items
to help you minimize the impact. The most important step is to act quickly!

[ Lock

Immediately change the password, and update any other accounts that use the same
one. Add an extra layer of security by enabling Two-Factor Authentication (2FA).

| "CLEANSE

Make sure your antivirus software is up to date and scan your devices for the
presence of malware.

[ aupiT

Monitor your account activity. Look for unrecognized logins, password reset
requests that you did not initiate, or messages that you did not send.

[ ALERT

Notify your contacts about the breach so they don’t fall for scams coming from your
account.

/ ) .
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The Future of Passwords and

Multi-Factor Authentication (MFA)

2FA uses 2 pieces of identification. Typically those are
something you know (password) and something you
have (a code sent to your phone). MFA adds more
pieces. These can include something you are
(biometrics) or somewhere you are (geolocation data).

Security Questions

Personal questions such as your mother’s maiden
name are becoming less useful. They can be easily
guessed or discovered. Instead, on-the-fly questions
based on recent user activity may be asked instead. For
example, “which website did you visit earlier today?”

Passkeys

Passkeys are ‘wordless’ and ‘typeless’ ways to log in.
Your device itself becomes the key necessary to enter
your account. The device may use biometric markers
such as asking for your fingerprint, or an embedded
pin code such as your screen unlock pattern.

Behaviour Profiling

This trend relies on patterns to verify your login. It can
monitor things such as your typing speed and rhythm,
how you hold your phone, and the way you swipe and
scroll. When an account detects a deviation from your
usage patterns it triggers an automatic lockdown.
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Questions for Continued Discussion

1.Is it ever ethical to crack a password?

2.When choosing a password, do you gravitate more towards convenience or more
towards security?

3.Many browsers offer to save your passwords for you. Is this a good idea?

4.1s two-factor authentication a failsafe method for identifying someone?

What about multi-factor authentication?
5.How accurate are biometric markers? Can they be spoofed?
6.Can password managers be trusted? How do you feel about putting

all your credentials in a single place behind a single password?

7.When someone has died, how should their passwords be handled?

7
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Further Resources

Explore the Government of
Canada’s Get Cyber Safe
campaign.

In particular:
e Passphrases, passwords and
PINSs
e Multi-factor authentication
e Password managers
e Social media

Check whether your personal data

has been exposed in a data breach
0\ using Have I Been Pwned.
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https://www.getcybersafe.gc.ca/en
https://www.getcybersafe.gc.ca/en/secure-your-accounts/passphrases-passwords-and-pins
https://www.getcybersafe.gc.ca/en/secure-your-accounts/passphrases-passwords-and-pins
https://www.getcybersafe.gc.ca/en/secure-your-accounts/multi-factor-authentication
https://www.getcybersafe.gc.ca/en/secure-your-accounts/password-managers
https://www.getcybersafe.gc.ca/en/secure-your-accounts/social-media
https://haveibeenpwned.com/
https://passwordle.online/

Additional M




Password Cracking Crossword

ACROSS

[3] Credential __ is when a stolen 3 .
username and password combination is
tested across multiple different websites.
[6] This type of attack starts with a
known base word and then tests
variations of the base word by L
appending or prepending numbers and
symbols.

[81 This type of attack guesses likely
passwords using the fact that humans
tend to use common words and patterns.
[91 A __ is adevice that secretly
records keystrokes.

DOWN

[1] Password credentials that are shared over an unsecured Wi-Fi network are vulnerable

to__ attacks.

[2] Sending a fake message that tricks users into revealing their account credentials is

called .

[3] Calling an IT help desk and pretending to be a legitimate account holder who needs a

password reset is an example of a ___ engineering attack.

[4] This type of attack uses a precomputed table that maps hashes to passwords in order to

quickly reverse a stolen hash. m—

[5] This type of attack involves trying every ————— - -‘

}E;;Sv;ble- comb.matmn of characters. | Think about the passwords
rying a single, common password

against multiple user accounts is called :r/k?:r;),s\i\/ahr\\?hh’royv;eyss ;iz "

d i
il " do Yyou feel the most J
BONUS CLUE \ vulnerable to? Explain.
Adding random characters to a password & —_—— e =

before it is hashed is known as .

Activity to accompany slide: Password Cracking



Cracking Crossword

M P
ACROSS - -
[3] Credential __ is when a stolen

; ] . N S|IT|JU|F|F|IT|NJ|]G R

username and password combination is
tested across multiple different websites. ! g : A
[6] This type of attack starts with a N C B H{Y[B|[R|[T|D
known base word and then tests T I R | N
variations of the base word by H A U N S B
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symbols. . " n "
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passwords using the fact that humans : ; - B
tend to use common words and patterns. byt |C|T|I]|]O[NJA[R]Y A
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records keystrokes. L c N L
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DOWN

[1] Password credentials that are shared over an unsecured Wi-Fi network are vulnerable

to__ attacks.

[2] Sending a fake message that tricks users into revealing their account credentials is

called .

[3] Calling an IT help desk and pretending to be a legitimate account holder who needs a

password reset is an example of a ___ engineering attack.

[4] This type of attack uses a precomputed table that maps hashes to passwords in order to

quickly reverse a stolen hash. _—

[5] This type of attack involves trying every ————— - -‘

}E);;s';ble. comb.matmn of characters. | Think about the passwords
rying a single, common password

against multiple user accounts is called :r/k?le)r;),s\i\/ahr\\?hh‘royv;eyss ;iz "

d i
il " do Yyou feel the most J
BONUS CLUE \ vulnerable to? Explain.
Adding random characters to a password & —_—— e =

before it is hashed is known as SALTING.

Activity to accompany slide: Password Cracking



e a long passphrase and a corresponding
er it.

Passphrase Creation Ideas:
U o < e Look around your space and
who brings lamps pull. words from your
to the beach? et
) e | °* Roll some dice and select words
from a word list

@Beach-Cow-Confused-2Lamps

» Randomly pick words out of a
dictionary or other book
e Use an online generator

nyTool



https://bitwarden.com/passphrase-generator/#passphrase-generator
https://www.toonytool.com/
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